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Overview

The high cost of data breaches and the heavy legal burden
imposed on organizations necessitates the use of a comprehensive
legal strategy, which includes:

1. using traditional legal risk allocation strategies like proper
contract drafting, and cyber-risk insurance to allocate
legal risk between various parties to reduce liability,

2. the implementation of an established cyber-security
framework, and

3. utilizing privacy-by-design concepts to create or alter
existing organizational processes.

The High Costs of a Data Breach

Canada is not immune to the realities and the costly nature of
cyber-security incidents. For example, incidents like the 2015Ashley
Madison security breach highlight that Canadian businesses and
government institutions are vulnerable. On July 2015, a hacker
group (The Impact Team) gained access to the user data of Ashley
Madison, a website that helped enable extramarital affairs. This
resulted in personal information stored on the website becoming
compromised. The Impact Team threatened Avid Life Media that it
would release personally identifying information if AshleyMadison
was not immediately shut down. On August 18, 2015, between 30
and 40 million Ashley Madison user profiles were publicly released
by the hacker group.1

With over 30 million records exposed from the dating site, a $578
million class-action suit filed against parent Avid Life Media, the CEO
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1. Lyndsay Wasser and Rohan Hill, “Ashley Madison – A new era in privacy
class actions for Canada?” available at http://mcmillan.ca/Ashley-Madison–
A-new-era-in-privacy-class-actions-for-Canada.
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resigning after his emails were published, the attack is easily one of the
largest reported in Canadian history.2

These kinds of attacks are no longer isolated incidents. Unfortun-
ately, few organizations (i.e. profit corporations and profit entities)
are prepared for such attacks. A study conducted by the Ponemon
Institute stated that 68% of companies do not believe their
organizations have the ability to remain resilient in the wake of a
cyberattack.3 Therefore, every organization must take steps to
combat the inevitability of such attacks through a thorough and
structured approach. According to aCanada-specific study in which
24 companies participated, the average cost of a data breach in 2015
was $6.03 million.4 The average cost per lost or stolen record was
$278. The average total cost of a data breach increased by 12.5%
from the previous year and the cost per lost or stolen record
increased by 10.6%over the previous year. These numbers highlight
a significant concern that the cost of a data breach is significant and
increasing on a year-over-year basis. Therefore, implementing
strategies to reduce the number of data breaches can have an
enormous impact on the profitability of an organization. A study of
the costs of data breaches revealed the following seven trends: 5

1) The general costs of data breaches are permanent costs and
organizations need to be prepared to deal with it and
incorporate it into their data protection strategies.

2) The largest financial consequences to organizations that ex-
perience a breach is lost business due to damage to reputation
or system downtime.

3) Most data breaches continue to be caused by criminal and
malicious acts.

4) Organizations have recognized that the longer it takes to
detect and contain a data breach, the costlier it will be to
resolve.

2. Howard Solomon, “Canadian data breaches in 2015: Big firms weren’t the
only targets”, online at www.itworldcanada.com/article/canadian-data-brea-
ches-in-2015-big-firms-werent-the-only-targets/379570.

3. Michael Cooney, “IBM: Many companies still ill-prepared for cyber
attacks”, available at www.networkworld.com/article/3142316/security/
ibm-many-companies-still-ill-prepared-for-cyber-attacks.html.

4. Aleksandra Sagan, “Average cost of data breach in Canada is $6.03M:
study”, online at http://globalnews.ca/news/2793414/average-cost-of-data-
breach-in-canada-is-6-03m-study.

5. “2016 Cost of Data Breach Study: Canada”, online at http://m.softchoice.-
com/web/content/m/usg-assets/2016CostofDataBreach-CanadaStudy.pdf.
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5) Industries that are highly regulated such as healthcare and
financial services have the costliest data breaches because of
fines and the higher than average rate of lost business and
customers.

6) Data governance programs will reduce the cost of a data
breach including initiatives like incident response plans,
appointment of a CISO (chief information security officer),
employee training and awareness, and a business card
continuity management strategy which would all result in
cost savings.

7) And, of course, investments in data loss prevention controls
and activities such as encryption and endpoint security
solutions are important in preventing data breaches.6

In other words, the cost of data breaches will not go away and a
permanent and structured approach is required to deal with these
incidents. Ultimately, organizations must incorporate these costs
into their data protection strategies and seek out the relevant
expertise.
A loss of business can take on many forms. Primarily, organ-

izations need to take steps to retain customers after a perceived
breach of trust in order to reduce the long-term financial impact of
an adverse event. Criminal andmalicious attacks take a great deal of
time todetect and contain. Incidents of this type have thehighest cost
per record.7 Much of the cost of a data breach will depend on the
level of responsibility of the parties involved.

Legal Burden

The Vigilante article highlights many of the concerns with the
admissibility of evidence obtained through a data breach.8

As per the Wray case,9 the Supreme Court of Canada ruled that
relevant evidence, no matter how it is obtained, is presumptively
admissible. This naturally would allow the use of evidence obtained
illegally through a data breach to be presumptively admissible,
subject to the common law discretion of a trier of fact to exclude

6. Ibid.
7. Ibid.
8. Ruth Promislow and Lauren Shneer, “Cyber-Security and the Rise of the

Vigilante Hacker: Can illegally obtained data be used in a civil proceeding?”
online at https://www.bennettjones.com/Publications/Updates/Cyber-Secur-
ity_and_the_Rise_of_the_Vigilante_Hacker [Vigilante].

9. R. v. Wray (1970), [1971] S.C.R. 272, 11 D.L.R. (3d) 673, [1970] 4 C.C.C. 1
(S.C.C.) [Wray].
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evidence as per Wray. Thus unfortunately, organizations cannot
strictly rely on the courts todisallow the admissionof “stolen”digital
evidence. In Osiris Inc. v. 1444707 Ontario Ltd.10 (Osiris), an em-
ployee of the defendant accessed his employer’s data server and took
more than 2,000 documents in an effort to protect himself after
refusing to participate in unethical conduct with his employer. The
employee then provided another plaintiff of a civil suit commenced
against the same employer with 31 of the documents relevant to the
litigation and would be damaging to the defendants. The court
allowed the plaintiffs to use the stolen records. Further, in
Autosurvey Inc. v. Prevost11 (Autosurvey), the plaintiff employer
accessed the defendant employee’s private server and copied the
contents of the database to preserve potential evidence, including the
private communications exchanged between the defendant and his
solicitor. The court did not admit the stolen evidence and stayed the
proceeding entirely, negatively commenting on the plaintiff’s “brute
force entry” into the defendant’s computer server. The resulting
decision created an interesting compromise in Canadian juris-
prudence. Canadian courts are likely to allow the use of illegally
obtained digital evidence; however, the acceptability of this evidence
depends on whether: 1) the plaintiff took it upon themselves to
deliberately breach the defendant’s information systems; 2) the
plaintiff received the information in some kind of indirect manner;
and 3) the breach was so egregious in nature that admission of the
evidence obtained would lead to an unjust result. It is worth noting
that nearly all the blanket prohibitions on using or disclosing
“stolen” data arise in the criminal context in connection with data
improperly obtained by the police and the protection of Charter
rights.12 There is room for the jurisprudence to evolve in the civil
area, but no organization, of course, wishes to be the test case. The
avoidance of negative reputational impact and substantial costs of
litigation should be of paramount importance in these circum-
stances.
Also, it is abundantly clear that organizations will bear the brunt

of the legal responsibility for ensuring that private information is
protected from would-be hackers. On August 20, 2015, Charney

10. (2005), 21 C.P.C. (6th) 351, 144 A.C.W.S. (3d) 746, 2005 CarswellOnt 7517
(Ont. S.C.J.), leave to appeal refused (2006), 145 A.C.W.S. (3d) 1144, 2006
CarswellOnt 1067 (Ont. Div. Ct.), additional reasons 2006 CarswellOnt
1571.

11. (2005), 44 C.P.R. (4th) 274, 143 A.C.W.S. (3d) 287, 2005 CarswellOnt 5000
(Ont. S.C.J.).

12. Supra, footnote 8.
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Lawyers and Sutts, Strosberg LLP launched a class action lawsuit
against the owners and operators of AshleyMadison.com. The
plaintiffs sought $760million in damages.13 A report published after
a joint investigation of Ashley Madison by the Privacy Commis-
sioner of Canada and the Australian Privacy Commissioner/Acting
Australian Information Commissioner (Report) revealed that
although Ashley Madison had a range of personal information
security protections in place, it did not have an acceptable over-
arching information security framework. Certain security safe-
guards in some areas were insufficient or absent at the time of the
data breach.14 The finding also notes that: “Ashley Madison is a
website designed for peoplewhoare seeking to engage in an affair, an
activity where discretion is expected and paramount.” It is probable
that Ashley Madison’s plaintiffs would rely on the argument that
they were owed a high standard of care as privacy was central to
AshleyMadison’s business offering. Essentially the plaintiffs would
not have utilized this service if their anonymity could be easily
compromised. Not surprisingly, Ashley Madison’s terms of service
did “warn users that security or privacy information could not be
guaranteed, and if they accessed or transmitted any content through
the use of the Ashley Madison service, they did so at their own
discretion andat their sole risk”.TheReport considered thenature of
the personal information collected and indicated that security
safeguards should have been high in accordance with PIPEDA
Principle 4.7 (Safeguards). Specifically, representations through
trust-marks (icons placed on a website endorsing its security) about
the high level of privacy protection contradict the premise of the
terms of service. On one hand, a user is told that security of their
personal data is not guaranteed, andon theother hand, the sameuser
is assured ofAshleyMadison’s high level of privacy and security.15 It
is clear (as AshleyMadison has illustrated) that an organization can
be held responsible for its inability to prevent a breach. Simply
relying on a terms of service agreement to protect your organization
from liability is not a prudent strategy. An organization must show
an adequate good faith effort to safeguard a client’s personal
information and this must be consistently applied. This puts a

13. “Ashley Madison Class Action Lawsuit”, online at https://www.charneyla-
wyers.com/Charney/ashleymadisonclassaction.php.

14. Joint investigation of Ashley Madison by the Privacy Commissioner of Canada
and the Australian Privacy Commissioner/Acting Australian Information
Commissioner, PIPEDA Report of Findings #2016-005, online at https://
www.priv.gc.ca/en/opc-actions-and-decisions/investigations/investigations-
into-businesses/2016/pipeda-2016-005.

15. Ibid. at paras. 47-54.
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tremendous responsibility on organizations to have a proper cyber-
security framework, preparedness, and response strategy in order to
illustrate that all reasonable steps were taken to protect their
customer’s personal information.

Traditional Legal Risk Allocation Strategies

Organizations have a new burden to carry: a heightened
obligation to safeguard personal information. The Report advised
that a proper cyber-security framework is needed to prevent or
minimize the effects of a data breach.16 While it is true that
organizations can obtain insurance to re-allocate some of the risks of
a data breach, there are concernswith this approach. Cyber-risk (the
risk associated with data breaches) presents a large challenge for
insurance underwriters because neither frequency nor severity of a
breach is predictable. Metrics for cyber-risk are also in the early
stages of development, and models have been difficult to construct,
due to the unpredictable human behaviours associated with cyber-
attacks. Another challenge for underwriters includes the limited and
insufficient disclosures available with respect to cyber-attacks.17

Essentially, insurers lack the information necessary to create
effective insurance policies. A United States California District
Court decision, Columbia Casualty Company v. Cottage Health
System, states that an insurance provider can enforce an exclusion
barring coverage for a data breach claim arising out of any:

. . . failure of an insured to continuously implement the procedures and
risk controls identified in the insured’s application for this insurance and
all related information submitted to the Insurer in conjunction with such
application whether orally or in writing.18

An important caveat is that proving an organization’s systems
and risk controls had in actuality failed to do what they set out to do
is a complex task. The use of exclusions such as those noted above
indicates that insurers lack confidence in their ability to underwrite
cyber-risks and invariably seek to shift these risks back onto the
insured.19 Therefore, relying solely on cyber-risk insurance policies
will not adequately shield the organizations in the event of a data

16. Ibid. at para 10.
17. Sarah Veysey, “Data scarce for insurers covering cyber risks”, online at

www.businessinsurance.com/article/20150610/NEWS06/150619981/1251.
18. Columbia Casualty Company v. Cottage Health System, Doc. 2:15-cv-03432

(C.D. Cal, 2015) at para 26.O.1.
19. David Bisson, “Columbia v. Cottage: Enforcing the ‘Mistake Exclusion’ in

Data Breach Insurance”, online at www.tripwire.com/state-of-security/
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breach. This particular form of insurance may still be useful if an
organization has a vulnerability to specific kinds of cyber-attacks
where severity and frequency of a breach are more predictable. An
assessment of prior breaches would be needed in order to determine
the specific vulnerabilities of an organization.
Another risk transfer strategy is draft contractual terms to re-

allocate responsibility for data breaches between an organization
and its third-party service providers. Not surprisingly, many
breaches occur on a third-party’s cloud or managed information
systems services. Therefore, indemnification between service
providers and your client can be effective. In-house counsel should
ensure that a given service provider will:

1. Agree to defend, indemnify, and hold harmless the client and
its affiliates and agents from any claim where, the provider
breaches its confidentiality and data security obligations. Any
intentional breach should be fully indemnified, protecting
your client from out-of-pocket costs or expenses related to the
recovery of the data and compliance with any applicable
notice provisions or obligations under data privacy laws. In
the event the data breach is not intentional, the provider may
require a cap on its potential liability exposure.

2. From any claim that the services infringe the intellectual
property rights of any third party (this protects the customer
from out-of-pocket costs or expenses if a third-party claims
infringement). It is not advisable to limit the intellectual pro-
perty indemnification merely to infringement of copyrights.
Many infringement actions do arise out of patent or trade
secret rights. Therefore, the indemnity should extend to
infringement claims of any “patent, copyright, trade secret,
trademark, or any other proprietary rights of a third party” as
well.

It is also prudent to have a limitation of liability clause to properly
allocate damages between the parties. A fair limitation of liability
clausemust balance the provider’s concern about unlimiteddamages
with the customer’s right to have reasonable recourse in the event of
a data breach or other incident. The limitation of liability should
apply to both parties. The following should be excluded from all
limitations of liability and damages:

security-data-protection/cyber-security/columbia-v-cottage-enforcing-the-
mistake-exclusion-in-data-breach-insurance.
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. breach of the confidentiality and security provision by
either party;

. claims for which the provider is insured;

. the parties’ respective third-party indemnity obligations;

. either party’s infringement of the other party’s intellectual
property rights; and

. breach of the advertising/publicity provision. The overall
liability cap (usually limited to fees paid) should be
increased to some multiple of all fees paid.20

A liquidated damages clause can be utilized as well. Liquidated
damages clauses are common in contracts, as they provide for
greater predictability of damages payments in the event one party
does not fulfill its contractual obligations. Unfortunately, these
clauses are only useful when confined to fairly predictable events.
Damages from a data breach can be a great deal more than the
agreed-upon liquidated damages amount. In complex matters, a
formulamay be utilized to ascertain an appropriate level of damages
and set a cap if a certain threshold of damages has been exceeded.
As illustrated above, there is no one cleanmethod to allocate risk.

None of the above options will safeguard an organization from all
the legal ramifications of a breach on their own. Ideally, an
organization would seek to reduce and/or eliminate such risks in the
first place by creating a proper cyber security framework. One of the
key issues with utilizing cyber-risk insurance is the difficulty in
determining frequency and severity of cyber-attacks. With a proper
framework, records of previous breaches would help determine the
appropriate insurance policy for anorganization’s specific needs and
reduce liability on subsequent occurrences. The drafting of
contractual terms to allocate damages is a complimentary measure
to re-allocate risk and should not be the only strategy employed by
an organization to protect itself. To that end, a comprehensive legal
strategy in protecting anorganization fromadata breach requires an
appropriate cyber-security framework.

Cyber-Security Preparedness Frameworks

The most commonly used framework for the preparation and
response to a potential cyber-security breach is the National
Institute of Standards and Technology (NIST) framework. This
framework was developed in furtherance of the NIST’s statutory

20. Imran Ahmad and Shan Alavi, Tips for Businesses Negotiating Cloud Agree-
ments, online at www.canadait.com/index.php/cloud/2128-tips-for-busines-
ses-negotiating-cloud-agreements.
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responsibilities under theUnited States Federal Information Security
Management Act (FISMA) of 2002, Public Law 107 - 347.21

NIST provides practical guidelines on responding to incidents
effectively and efficiently. It includes guidelines on establishing
effective incident response programs. Like any risk framework, an
organization should tailor these recommendations and suggested
solutions to meet their specific and unique security requirements.

NIST

This section is intended to provide a brief overviewof theNIST. It
is recommended that for practical purposes any interested parties
refer to the entirety of the Computer Security Incident Handling
GuidepublishedbyNIST.Themajor steps ofNIST’s frameworkare:

1) Preparation: This includes having incident response capability and
ensuring that incidents are prevented by sufficiently securing systems,
networks, and applications.

2) Detection and Analysis: An organization should be prepared to handle
any incident, but they should focus on handling incidents that use
common attack vectors. Due to the variety of adverse incidents that can
occur, different incidents require different response strategies.

3) Containment Eradication and Recovery: Before an incident can
overwhelm an organization’s resources and increase damage, it is of vital
importance to have a containment strategy. Containment is similar to the
concept of triage, you have to stop the bleeding before it grows out of
control. For some incidents, eradication may not be necessary. In
recovery, administrators restore systems to normal operation and resolve
vulnerabilities to prevent similar incidents.

4) Post-Incident Activity: It is useful to have a “lessons learned”
meeting with all involved parties after a major incident. This meeting
should be held within several days at the end of the incident in question.
Other activities include how to use data about a particular incident and
how long evidence should be retained of the incident taking into account
any evidentiary or legal requirements of the relevant jurisdictions.22

21. Paul Cichonski, Tom Millar, Tim Grance, and Karen Scarfone, “Computer
Security Incident Handling Guide: Recommendations of the National
Institute of Standards and Technology”, online at http://nvlpubs.nist.gov/
nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf.

22. Ibid.
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Preparation

An organization should have multiple communication and
coordination mechanisms in case of failure of one mechanism.
Information that is prudent to have during an incident includes:

1) Contact information for team members and others within and
outside the organization. This contact information should
include law enforcement and other incident response teams.
Categories of information that should be stored include
phone numbers, email addresses, public encryption keys, and
instructions for verifying the context identity. This list is by no
means exhaustive.

2) On-call information, essentially information on other teams
within the organization, including escalation information.

3) Incident reporting mechanisms which should include at least
one mechanism for reporting an incident anonymously.

4) An issue tracking system for incident information.
5) Smartphones that would be carried by team members for

support and on-site communications.
6) Encryption software that can be used for communications

among team members within the organization and with any
external parties.

7) A secure storage facility should be designated for securing
evidence and other sensitive materials.

Due to the interconnected nature of organizations that have
complex supply chains, customer relationshipmanagement systems,
and third-party networks, it is even more prudent to have an idea of
your information technologyarchitecture. To that effect, an incident
analysis is extremely valuable. There are several pieces of informa-
tion that should be gathered or created in preparation for an incident
and used to analyze the incident in order to create the best strategy
for dealing with vulnerabilities and threats associated with the
overall IT architecture. Certain diagrams such as process diagrams,
data flow diagrams, and activity diagrams can be very helpful in
understanding exactly where an intruder may have gained access to
sensitive information.

Detection and Analysis

There are various attack vectors or sources of the breach, themost
prevalent of which are areas where staff have direct access. Indeed,
most breaches are the result of some form of human input or error in
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judgment. Such vectors of breach include improper usage resulting
in the violation of an organization’s acceptable use policy, the use of
external removable media, which may contain infected code, an
attack executed via an email message or attachment that has been
opened from a personal or business email account. Suffice it to say
there are many pathways to entry and an organization can improve
its technical systems, but it is more critically important to train and
inform all staff on how to alter their habits to reduce the overall
number of incidents and their severity.
Tomake the process easier and to validate each incident correctly,

the incident response team should follow a predefined process and
document each step. NIST provides several recommendations for
making incident analysis easier and more effective.23

Containment, Eradication and Recovery

It is important to gauge the scope of an attack or data breach, to
assess the potential damage to organization systems, data records,
and whether there were enough resources available to deal with the
incident. Also, one should keep in mind the need to preserve
evidence, maintain service availability if possible, especially in
regards to external parties or customers, and the time it will take to
deal with the issue. It would be prudent to keep a detailed log of all
evidence which may include the following:

. identifying information (e.g., the location, serial number,
model number, hostname, and media access);

. (MAC) addresses, and IP addresses of a computer;

. name, title, and phone number of each individual who
collected or handled the evidence during the investigation;

. time and date (including time zone) of each occurrence of
evidence handling; and

. locations where the evidence is stored.

Then you will need to assess whether your strategy is effective, i.e.
did it partially or fully contain the damage.

Post-Incident Activity

The data collected on a particular incident can be of great value.A
record should be kept of the total hours of involvement and the cost
which can be used to justify additional funding for the incident
response team. Furthermore, a study of incident characteristics may

23. Ibid. at p. 30.
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indicate weaknesses in system security and identify threats. The data
can be used in risk assessment processes and for the creation of new
policies and procedures that can create additional controls. As
mentioned previously, information from this stage ofNIST can help
determine the appropriate form of cyber-insurance coverage for
future breaches, And finally, this data can be used to measure the
success of the incident response team.
The NIST framework is very detailed and covers several more

recommendations. It is a structured and proven approach to hand-
ling cyber-security incidents. However, there is some discussion that
theremay be other methods or other frameworks that could assist in
limiting the risks of a data breach, such as ISO 27001 methodology
and privacy by design concepts.

Incident handling Under ISO 27001

An alternative and complementary methodology established by
the International Standards Organization, ISO 27001, was prepared
to provide requirements for establishing, implementing, maintain-
ing, and continually improvingan information securitymanagement
system. This information security standard was first published in
2005 and revised again in 2013. Although it is not a mandatory
standard, it is accepted inmost countries as the primary standard for
information security/cyber-security implementations.24 Like the
NIST framework, it advocates that an information securitymanage-
ment system be integrated with the organization’s processes and
overallmanagement structure.25 Thiswould allow for easier incident
planning and response.
One of the great advantages of ISO 27001 is that companies can

become certified against it. From a reputational standpoint, it pro-
vides a credible qualification demonstrating to its clients, partners,
shareholders, government agencies, andother parties that anorgani-
zation can keep their information reasonably safe. Furthermore, it is
an internationally accepted standard that is advantageous in proving
that a company can keep its information safe outside the United
States. ISO 27001 has clear definitions of which documents and
records are needed, which are contained in a list of mandatory
documents required in the 2013 version of the standard.

24. Dejan Kosutic, The ISO 27001 & ISO 22301 Blog, at https://advisera.com/
27001academy/blog/2014/02/24/which-one-to-go-with-cybersecurity-frame-
work-or-iso-27001.

25. ISO/IEC 27001:2013, online at https://www.iso.org/obp/ui/#iso:std:iso-
iec:27001:ed-2:v1:en.
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NIST focuses on how to plan and respond to breaches, but ISO
27001 takes a wider approach. It is based on the Plan-Do-CheckAct
Cycle (PDCA). The PDCA is an approach for continuous improve-
ment and change to a process and is cyclical by design.26 Overall, it
would seem that from a reputational standpoint ISO 27001 is
superior to the NIST framework. However, the NIST framework is
more comprehensive for planning and response purposes. NIST
enables top management, engineers, and IT staff to easily under-
stand what is being developed and implemented and determine
where the gaps are.27

Privacy by Design

There are a variety of methodologies, frameworks, and
approaches to dealing with cyber-security incidents. However, if
possible, an organization should endeavour to create processes or re-
engineer existing processes with privacy in mind. The concept of
privacy by design advocates that the future of privacy cannot be
assured solely by compliance with existing regulatory frameworks;
rather, privacy assurance must become an organization’s default
mode of operation.28 It is interesting to note that cyber-security
issues, unlike many other areas, require the input of individuals who
can understand IT architecture, network design, organizational risk,
and legal compliance. This is an area where a multidisciplinary
mindset is invaluable. A recommendation that is repeated through-
out these frameworks is the need for strong cross-functional teams
that could respond to an incident quickly and effectively. The
concept of privacy by design would ideally require technical and
legal professionals to engage in business process redesign, i.e. view a
current process noting where users interact with the system, and
what information is transferred to what part of the system. Ideally,
one would discover the following:

1. Too much information is entered into the system needed to
fulfill a given task.

2. There are too many interaction points within the system
creating vulnerabilities that can be exploited due to human
error.

26. “Plan-Do-Check-Act (PDCA) Cycle”, online at http://asq.org/learn-about-
quality/project-planning-tools/overview/pdca-cycle.html.

27. Supra, footnote 24.
28. Ann Cavoukian, Information and Privacy Commissioner of Ontario,

Privacy by Design: The 7 Foundational Principles, available at https://
www.ipc.on.ca/wp-content/uploads/Resources/7foundationalprinciples.pdf.
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3. Understanding what information is transferred to third
parties and engage in an analysis of a third party’s data
architecture.

With this information, an organization can restructure its
processes to be more secure by minimizing the usual causes of the
breach. A first step would be to review an organization’s IT
architecture, which would include all activity diagrams, data flow
diagrams and process related diagrams. The next step would be to
determine an organization’s automation level; determine all those
processes that are currently automated and those that are not. Also,
a separate strategy for handling non-automated data (i.e. paper
based ad-hoc processes) would be appropriate.

Closing Remarks and Comments

The costs of a breach can cripple an organization that is not
prepared to handle such threats. All organizations, large or small,
are prone to such breaches. No organization is immune, but every
organization can mitigate the effects of an eventual breach. Of
course, data breaches can be costly, but not being prepared can
threaten the very existence of an organization as demonstrated by
the Ashley Madison data breach. A comprehensive legal strategy
including the implementation of cyber-security frameworks can go a
long way in protecting an organization’s data and responding to
potential breaches in a legally defensible way. We stand at the
precipice of change. Action is required to protect your organization
and help it survive and thrive in a new and complex digital world.
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